unun1sEsRsdayauazn1IAgaufAusTuY (Data Backup and Recovery Plan)
T5ang1u1anTEa13diu n3vialn

Y ¢ A 9v = o DX o o o
o. WgUszasd welvissuumaluladansauna Joyaiiiy uazgiudeyandifyes
Tsangnunansze1asdiu 3vinle danudasnde anunsaandunulasgiwioias (Business

Continuity) waganunsagauszuuldegnsinslunsdifiinummanidursessuutindes

. 11nsNIsAUnsexldLTEAUgs (High Availability) uaznisvirdiuideya (Replication)
b.0 STUUTRDNATDMITIETALY (General VM) inTasusidaiadiouiamunvhany
maldandnanssu Proxmox VE uazdatfivdeyauu Ceph Storage lnafmunnlisesiu
mMsvheumaunuiuSalud® (Hish Availability - HA) dislwszuuvauldsaideudiofiivun
(Node) latnvas
blo sEUUIUToYandn (VM HIS HOSXP) Wiellduszansamnserudougaan
(1/O Performance) 5uUU HOSxP %gﬂam&u’wwﬂwmmﬁw NVMe Taenss (ldn1u Ceph
HA) wiagldnmsnisundesdeya ol
- VM Replication ¥1n1331aeaa3es (Replicate) 910 NODE o TUga NODE e lu
YN & W9
- Database Replication ymsvidiungiutoya (Data Syno) lugaadesusinng
d1599 (VM Slave) kaz5euUAaInTeenTensvaIsnsaEgy (MoPH Cloud) e

Jasiudeyagavne

o 59UN"5E158378Ya (Backup Schedule) wagszeztia1daLiu (Retention Policy)
Tssmenuratmuauleuismsdisesdoyauuudnludd feil
.0 M3dsestoyasziuiAIaauitng (Full VM Backup)
- drsesfeyaindouitnaiion (VM) nnedes indindewitedisestoys
N9N1EAN (Physical Proxmox Backup Server - PBS)
- 9UN$91U AU TERLWTRYNTU 13181 oo.00 .
- sepEadaliy (Retention) ushwdeyadoundulusveziaan mo Ju
oo N3ETRNBYasTEAUIUTaYa (Logical Backup)
- dhsestioyaszuu HOSXP Tnelddids mysqldumper thdosaludaiuds
\3audTEnIInIBAm (Physical Server) Snua3oawils

- 59UN$N9U AU TERLWTRYN T 1187 bm.co u.

< Msdrsestayasenlatuazusnaniui (Offline / Off-site Backup) Liedasiuadnundes
NnseanAmnieleiues (1Wu Ransomware) Wiasefivineufintuiuguddoya (Data Center) I

Afiunisdrsesteyaadlugunsaliminudeyanisuen (External SSD) fisil



e seuudidndn 1oun indesutnesyuu HIS (HOSXP) wagszuudafiu
tonasanu (OPD/IPD Scan)

813 nsBedeya (Sync) 31nsyuu PBS asgaunsal External SSD 413U
an (@un1sldan)

s9UMSYNL 50U o Barideyaas External SSD gl & Tulian em.co U. V99
ynu 50U7 o Farideyaas External SSD anil b Tuan be.oo u. vowniu

& UHUMINAgau)Autaya (Restore Test Plan)

wiolvduladnteyandrsedlilnnuanysaluavanunsaiunldnuldssalofinmnandu Avualidl

NINAROUNAUTEUUAI

seumsnaaey sunisnaaeuluiuil o vewniiey

Wnmeaeu Wigauasyuu (T Admin) Atiun1sistaya (Restore) seuu HIS
uazszuuwiluteyaangunsal External SSD AivhmsBsdly ndusmaaeudald
NUUUENINKINSDUTIAD4 (Test Environment)

Aouasyuussstufinnan snaaeu seeznamlglunisiau (RTO) uagay

6 4 YN gj
AUYIVDIVRYA (RPO) af[,uiwm’mmamimmaaugﬂmzwnﬂmq



XPROXMOXWﬁual Environment 8.416 Search

Server View #  Datacenter

& Datacenter
B pmt
B pm2
B pm3

Q, Search
& Summary
[J Notes
= Cluster
@ Ceph

## Options
£ Storage

Backup
13 Replication
o' Permissions
& Users
& API Tokens
&, Two Factor
& Groups
¥ Pools
# Roles
[&} Realms
o« HA
H Groups
% Fencing
-5+ SDN

7ones

X PRO MO X Virtual Envionment 8.4.16 Search
Server View

£ Datacenter

B pm1 & Summary Add
B pm2 > Console Enabled
G} 254 (HIS-DATABASE) &= Hardware v
) 10050 (FreeRadius) [0 ~ @
joud-Ini
3 10251 (PHAMA-FTP) [aimalinieg
3 77003 (VPN-WireGuard) [[TTTEF) # Options
G} 77004 (Terminal-PC) [ETTEMEN |~ = Task History
G} 99107 (Pham-PC) [ETTTIENID '
@ Monitor
3 160060 (Controller-UBNT)
localnetwork (pm2) Backup
£[J CEPH-SSD (pm2) 3 Replication
-
=[] CEPH-SSD-SIZE2 (pm2) 9 Snapshots
=[] PBS_PMH (pm2) §
() 2FS-Storage-24TB (pm2) U Firewall
=(jlocal (pm2) o' Permissions

=[] local-vm (pm2)
=[] nvme_db (pm2)

Bl pm3

2 Virtual Machine 254 (HIS-DATABASE) on node 'pm2

AANUIN

Status
Type Status
quorum 0K
master pm2 (active, Fri Mar 13 14:07:10 2026)
Irm pm1 (active, Fri Mar 13 14:07:04 2026)
Irm pm2 (active, Fri Mar 13 14:07:06 2026)
Irm pm3 (active, Fri Mar 13 14:07.06 2026)
Resources
Add Edit Remove
ID State Node Name Max. Restart Max. Reloc... = Group
vm:100001 started pm3 WINDOWS.. 1 1 PM3
vm: 10050 started pm2 FreeRadius 1 1 PM2
vm:10160 started pri NEOQ 1 1 PM1
vm:10166 started pm1 Manage-166 1 1 PM1
vm: 101589 started pm1 Manage-199 1 1 PM1
vm:10240 started pm3 GTW-PAP_.. 1 1 PM3
vm:10251 started pm2 PHAMA-FTP 1 1 PM2
vm:160060 started pm2 Controller-... 1 1 PM2
vm:222 ignored pm1 WACHI-WI._ 1 1 PM1
vm:2248 started pm3 WEB-Serv_. 1 1 PM3
vm:254 ignored pm2 HIS-DATA... 1 1 PM2
vm: 77002 started pm1 VPN-WIND_ 1 1 PM1
vm:77003 started pm2 VPN-Wire... 1 1 PM2
vm:77004 started pm2 Terminal-PC 1 1 PM2
almalinux-3 Pl start () Shutdown < Migrate  »>_ Console More @ Help
Remove  Log  Schedule now
Job T | Target Status Last Sync Duration Next Sync Sched C
0 pm3 v 0K 2026-03-13 14:10:09 415s 2026-03-13 14:15:00 15 2



& Documentation [MECETRUIN IS NeC: ey

x PRO MO X Virual Environment 84.16  Search

Server View # | Datacenter © Help
£ Datacenter
Add Remove Edit Job Detail Run now @ Show Guests Without Backup Job Schedule Simulator
B pm? Q Search
Bo pm2 Enabled Node Schedule Next Run Storage C.. | Retention Selection
B 3 & Summary
O Note v —All - 00:35 2026-03-14 00:35:00 PBS_PMH keep-daily=30 2222542248100
otes.
v —All - 18:00 2026-03-13 18:00:00 PBS_PMH keep-daily=30 keep-last=14  254,10240
£ Cluster
@ Ceph
# Options
£ Storage
) Backup
13 Replication

o' Permissions
& Users
£ API Tokens
& Two Factor
st Groups
% Pools
# Roles
[ Realms
@ HA
& Groups
% Fencing
£ SDN

=2 Zanee

Edit: Backup Job

General Note Template  Advanced

[] Keep all backups

Keep Last: Keep Hourly:
Keep Daily: 30 Keep Weekly:
Keep Monthly: Keep Yearly:

© Help | |



Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to /backup/daily,
Backup completed!

Starting backup to /backupsdaily
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily/
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to

Backup completed!

Starting backup to /backup/
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily,
Backup completed!

Starting backup to /backup/daily/
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to /backup/daily.
Backup completed!

Starting backup to /backupsdaily
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily/
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily,
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to /backup/dail
Backup completed!

Starting backup to /backup/daily
Backup completed!

Starting backup to /backup/dail
Backup completed!
[pmhteam@dumper
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root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
w-r-- root root
pmhteam@dumper daily
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